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Rukisha

RFQ FOR PENETRATION TESTING & PRE-LAUNCH SECURITY ASSESSMENT/RW/09/2026

SEPTEMBER 2026

NB: ELIGIBLE BIDDERS MUST HAVE BEEN REGISTERED IN RWANDA.



QUOTATION NUMBER: RW/09/2026
NOTICE DATE: 14™ September 2026

CLOSING DATE: 18t September 2026

All correspondence to:

Executive Director

Rukisha Rwanda.

Zein building

Ground floor KG9 number 47,

Nyarutarama, Kigali,

E-Mail ; info@cpf.or.ke /procurement@cpf.or.ke/info@cpf.co.rw
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INVITATION FOR QUOTATION

To: Bidder name
From: Rukisha Rwanda, Zein building Ground floor KG9 number 47, Nyarutarama, Kigali,

RFQ for penetration testing & pre-launch security assessment RW /09/202¢6

l. The Rukisha Rwanda invites you to submit bids for RFQ for penetration testing & pre-
launch security assessment/RW/09/2026 as indicated in detail in “Table A. Schedule of
Requirements and Specifications”. The RFQ shall follow the instructions and documents in
this quotation shall be in English Language. Tenderers may obtain further information during
office hours from 0800 to 1700 hours at the address given below.

2. The quotation shall be submitted in accordance with the instruction in Part 1: The quotation
Procedures and in a sealed envelope clearly indicating name and address of tenderer,
the quotation name and title must reach the Procuring Entity at the address indicated below
not later than 18t September 2026 at 11:00am local time. The quotation can be delivered
by registered mail, courier, or hand delivery at the tender’s option. Late quotations shall be
rejected.

3. Enquiries regarding this tender may be addressed to The Executive Dire ctor. Rukisha
Rwanda, Zein building ground floor KG9 number 47. Nyarutarama, Kigali, any
resulting contract shall be subject to the terms and conditions detailed in Part 3: Contract.

4.  Please inform by email or express mail the undersigned within_2_days of receipt of this
Invitation to quotation if you will not be submitting the quotation.

Address for Submission of Tender:
Name of procuring Enftity: Rukisha Rwanda.
Physical Address - Zein building ground floor KG9 number 47, Nyarutarama, Kigali.

Note: kindly submit both hard and soft copies

Yours sincerely,

Group Head Procurement
For: Group Managing Director & CEO
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PART 1: INSTRUCTIONS TO TENDERERS

1. Tenderers are advised to read carefully these instructions and the Conditions of Contract in
Part 3: Contract, before preparing the quotation document. The standard forms in this
Invitation to quotation may be photocopied for completion but the Tenderer is responsible
for their accurate reproduction. The term Tenderer shall mean the firm or person invited to
submit a bid. The term_of quotation herein shall mean the bids submitted as usually
understood in public procurement.

2. Validity of Tender: The quotation will be held valid for 120 days from the date of submission.

3. The quotation shall consist of completed Tables A, B and C and the Form of tender as
indicated in Part 2 of this Invitation to quotation, and documents to evidence Eligibility and
Conformity to Technical Specifications.

4, Sealing and marking of bid: Tender in one “one original” should be sealed in a single
envelope, clearly marked with the quotation Number in the Invitation to quotation, the
Tenderer's name, and the name of the Procuring Entity. Envelopes should be sealed in
such a manner that opening and resealing cannot be achieved undetected.

5. Submission of quotation: Quotation submission is allowed as per Item 11 below, and should
be submitted to the address below, on or before the date and time indicated in sub-item 4
below. Late quotations will be rejected.

Address for Submission of Tender.

Executive Director
Rukisha Rwanda.
Zein building
Ground floor KG9 number 47,
Nyarutarama, Kigali,
E-Mail ;procurement@cpf.or.ke/info@cpf.co.rw

Date of submission (deadline): 18t September 2026
Time of Submission (deadline): 11.00 a.m. Local time.

6. Opening of quotation: Quotation will be opened immediately after the closing date and
time specifiedinitem 5 (4) above, by atleast four appointed officials of the Procuring Entity.

7. Tenderer Eligibility: Tenderer must submit Documentary evidence to show His/her eligibility
to be awarded a contract to cover each of the following:

Mandatory Requirements

a) Valid trading license.

b) Certificate of registration/RDB Certificate.

c) Valid Rwanda tax clearance certificate.

d) Provide CV of the lead Consultant.

e) Dully filled signed and stamped corruption declaration statement.
(Formattached in this RFQ).

f) Demonstrated experience conducting penetration tests on financial services or
fintech platforms — references required Certified testers: each lead tester must
hold at least one of: OSCP, OSWE, CREST CRT/CCT, CEH, GPEN, or equivalent
offensive security certification

g) Experience testing USSD-based services or mobile financial services (MFS)

platforms
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h) Experience testing REST APIs and financial integration endpoints

i) Demonstrable experience with Oracle database security reviews

i) Capacity to deploy a team of sufficient size to complete all nine test domains
within the 2-week window

k) Ability to execute NDA and commence work within 48 hours of contract signature

1. Invitation not transferable: This invitation is not transferable to other firms orindividuals not so invited.

2. Goods Eligibility: Tenderer must submit as evidence documents to show the country of origin
of any goods to be supplied orincorporatedin the work or services

3. Technical Specifications: Documentary evidence to show that the goods meet the technical
specifications.

Technical Requirements

1. Technical Approach — a domain-by-domain description of the methodology, tools, and team
assignment for each of the nine test domains in Section 3.

2. Team Profile — names, certifications, and experience of all testers, with domain assignments. Identify the
engagementlead and the report author separately.

3. Relevant Experience — at minimum two (2) references from comparable financial services or fintech
penetration testing engagements within the past 3 years. Provide client contact details where permitted.

4. Timeline Commitment — explicit confirmation that the firm can (a) commence testing on 1 October
2026, (b) deliver D1 by 15 October 2026, and (c) deliver D2 by 15 October 2026. Proposals that qualify
this commitment will not be accepted.

5. Sample Report Exiract — one anonymised page of a prior penetration test finding (technical detail
section), demonsirating report quality.

6. Fixed-Price Proposal — total fee for the engagement including re-test and NCSA package (D1-D4), with
a clear breakdown by test domain. Day rates for any out-of-scope additional work should be stated
separately.

Alternative Quotdtion: Tenderers are not permitted to submit alternative quotation for
goods/alternative technical solutions for specified parts of the Services. Only the alternatives, if any
of the Tenderer with the winning tender will be conforming to the basic technical requirements
shallbe considered by the Procuring Entity.

4, Currency: Quotation shall be priced in RWF . Tenders in other currencies will be rejected if
not allowed.

5. Evaluation of Quotation: The evaluation of quotation willbe conducted using the procedure set

out below:
i)  Preliminary examination to determine Tenderer eligibility:

ii) Technical examination to determine goods eligibility, compliance with technical
specifications and commercialresponsiveness. Tender failing this stage will be rejected
and not considered in next stage.

iii) Financial comparison of tendertodetermine the lowest evaluated tender.

6. Lowest Evaluated Tender: The lowest evaluated quotation shall be recommended for award of
contract.

7. Award of contract: Award of contract shall be by placement of a Letter of Acceptance or
Local Purchase/Service Order in accordance with Part 3: Contract. The currency of award
and payment shall be currency in which the quotation was submitted. Unsuccessful
tenderers who responded will be notified of the accepted quotation, indicating the name
and the amount of the accepted tenderer.
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8. Right to Reject: The Procuring Entity reserves the right to accept or reject any tender or to
cancel the tender process andreject all tender at any time prior to contract award.

QUOTATION AND QUALIFICATION DOCUMENTS

Instructions to Tenderer. Tenderer must complete and submit as part of the Form of tender.
(i) SCHEDULE OF REQUIREMENTS TABLE

(ii) FORM FOR DISCLOSURE OF INTEREST

(ii) CERTIFICATE OF INDEPENDENT TENDER DETERMINATION

(iii) SELF-DECLARATION FORM

FORM OF TENDER [To be completed by Tenderer]

Tender Addressed to (Procuring CPF FINANCIAL SERVICES

Entity)

Date of Quotation 14/09/2026

Quotation Reference Number: RW/9/2026

Subject of Quotation RFQ for penetration testing & pre-launch
security assessment.

1. We have examined and have no reservations to the quotation document and understand
its full content and intent.

2. In compliance with your quotation dated 14/09/2026, referenced above, we offer to
provide Quotation for penetration testing & pre-launch security assessment to
cover and confirm our pricing listed in the attached in Table B. Quotation Submission
TABLE Ot O tO1Ql PriCE Of it

3. We confirm that we are eligible to participate in public procurement and meet the
eligibility criteria specified in Part 1: INSTRUCTIONS TO TENDERERS.

4. We also confirm that the (services to be provided) conform to the SCHEDULE OF
REQUIREMENTS TABLE below and in conformity with technical specifications listed in
PART 2: SCHEDULE OF REQUIREMENTS of this quotation Document.

5. We undertake to adhere by the Code of Ethical Conduct for Suppliers, Contractors and
Service Providers, copy available from (specify website) during the procurement process
and the execution of any resulting contract.

6. We confirm that the prices quoted are fixed and firm for the duration of the validity period
and performance of the contract and will not be subject to revision or variation.

7. The validity period of our quotation is: days from the time and date of the submission
deadline (number to be same as in the instructions to Tenderers).

8. We confirm we are not submitting to any other Tender as an individual or firm, and we
are not participating in any other Tender as a Joint Venture member or as a
subconftractor.

9. We, along with any of our subcontractors, suppliers, Engineer, manufacturers, or service
providers for any part of the contract, are not subject to, and not controlled by any entity
or individual that is subject to a temporary suspension or a debarment imposed
by the Rwanda Laws.

10. We hereby certify that we have taken steps to ensure that no person acting for us or on
our behalf engages in any type of Fraud and Corruption.

11. We hereby certify and confirm that the Tender is genuine, non-collusive and made with
the intention of accepting the confract if awarded. To this effect we have signed the
“Certificate of Independent Quotation Determination” attached below.

12. We, the Tenderer, have completed fully and signed the FORM FOR DISCLOSURE OF
INTEREST- interest of the firm in the Procuring Entity, attached below.
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The Delivery/Completion period offered is: ....ccceevenennnenne. from date of acceptance of
tender.
The warranty period offered is .ovveveveieiiiiiiiiiiiiiieieeeene,

Tender Authorized by:

NOME . itiiiiiiiiieieeeeeereeeneeeneenenenens DesigNatioN: ...
Signature:
Telephone: .......cccoeevinnen. AdAress: ..ooviiiiiiiii

i) FORM FOR DISCLOSURE OF INTEREST - Interest of the Firmin the Procuring Entity.

i) Are there any people/persons in CPF Financial services who have/have an interest
or relationship in this firm

If yes, provide details as follows.

Names of Person Designation in the | Interest or Relationship
Procuring Entity with Tenderer

wWiN
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ii) Conflict of interest disclosure

Disclosure If YES provide details of
Type of Conflict YES OR NO the relationship with
Tenderer

1 | Tenderer is directly or indirectly controls, is
conftrolled by or is under common control
with another tenderer.

2 | Tenderer receives or has received any
direct or indirect subsidy from another
tenderer.

3 | Tenderer has the same legal representative
as another tenderer

4 | Quotation has a relationship with another
tenderer, directly or through common third
parties, that puts it in a position to influence
the quotation of another tenderer or
influence th e decisions of the Procuring
Entity regarding this quotation process.

5 | Any of the Tenderer’s affiliates participated
as a consultant in the preparation of the
design or technical specifications of the
works that are the subject of the quotation.

6 | Tenderer would be providing goods, work,
non-consulting services or consulting services
during implementation of the contract
specified in this Quotation Document.

7 | Tenderer has a close business or family
relationship with a professional staff of the
Procuring Enfity who are directly or
indirectly involved in the preparation of the
Quotation document or specifications of the
Conftract, and/or the Quotation evaluation
process of such contract.

8 | Tenderer has a close business or family
relationship with a professional staff of the
Procuring Entity who would be involved in
the implementation or supervision of the
Conftract.

Has the conflict stemming from such
relationship stated in item 7 and 8 above
been resolved in a manner acceptable to
the Procuring Enfity  throughout the
quotation process and execution of the
Contract?

iii) CERTIFICATION
On behalf of the Tenderer, | certify that the information given above is complete,
current, and accurate as at the date of sulbmission.
FUI N O, o e e e

Title or Designation: Director

. = = |
Page 9 of 23



T e N ONE. .. e e
Y1 [T 1] =P SRP

D)o ) (=

B e
Page 10 of 23




iii) CERTIFICATE OF INDEPENDENT TENDER DETERMINATION

I, the undersigned, in submitting the accompanying Letter of tender to Rukisha

Rwanda for: Quotation for penetration testing & pre-launch security

assessment/09/2026 in response to the request for tenders made by: Rukisha

Rwanda do hereby make the following statements that | certify to be true and

complete in every respect:

I certify, on behalf of (bidder

NAME) ..eiiiiiiieeieeeeteeneneeeeneeereennencassnsensnsnsesnssnsessnsnnes that:

1. I'have read and | understand the contents of this Certificate.

2. lunderstand that the Tenderer will be disqualified if this Certificate is found not
to be true and complete in every respect.

3. | am the authorized representative of the Tenderer with authority to sign this
Certificate, and submitting the tender on behalf of the Tenderer.

4. For the purposes of this Certificate and the tender, | understand that the word
“competitor” shall include any individual or organization, other than the
Tenderer, whether or not affiliated with the Tenderer, who:

a) has been requested to submit a tender in response to this invitation to
tender.

b) could potentially submit a tender in response to this restricted tender based
on their qualifications, abilities or experience.

5. The Tenderer discloses that [check one of the following, as applicable]:

a) The Tenderer has arrived at the tender independently from, and without
consultation, communication, agreement, or arrangement with, any competitor.
b) the Tenderer has entered into consultations, communications agreements
or arrangements with one or more competitors regarding this tender, and the
Tenderer discloses, in the attached document(s), complete details thereof,
including the names of the competitors and the nature of, and reasons for,
such consultations, communications, agreements or arrangements.

6. Without limiting the generality of paragraphs (5)(a) or (5)(b) above, there has
been no consultation, communication, agreement, or arrangement with any
competitor regarding:

a) prices.

b) methods, factors, or formulas used to calculate prices.

c) the intention or decision to submit, or not to submit, a tender; or

d) the submission of a tender which does not meet the specifications of the
restricted tender; except as specifically disclosed pursuant to paragraph (5) (b)
above.

7. In addition, there has been no consultation, communication, agreement or
arrangement  with  any competitor regarding the quality, quantity,
specifications or delivery particulars of the works or services to which this
request for tenders relates, except as specifically authorized by the procuring
authority or as specifically disclosed pursuant to paragraph (5)(b) above.

8. the terms of the restricted tender have not been, and will not be, knowingly
disclosed by the Tenderer, directly or indirectly, to any competitor, prior to the
date and time of the official tender opening, or of the awarding of the Contract,
whichever comes first, unless otherwise required by law or as specifically
disclosed pursuant to paragraph (5)(b) above.

Name: Director Name...........ccceveeeieineeieeneencecnenencncncnenenns

Title: Director

B ] 1= SO P PP
=1 1= o 2 T o 1=
Signature of authorized agentof Tenderer: ...
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ii)) SELF-DECLARATION FORM

We, the Tenderer.......coooiiiiiiiiiiiiiiicccecee e, submitting our tender in
respect of Quotation No. RW /09/2026, for penetration testing & pre-launch
security assessment That, We the Tenderer including any entity or individual that
directly or indirectly controls, is controlled by or is under common conftrol with us,
and any subcontractors, suppliers, project managers, consultants, manufacturers,
service providers, agents, individuals, or any other party involved or to be involved
for any part of the processes of procurement and confract execution related to
the above restricted tender:

a) have not engaged/will not engage in any corrupt or fraudulent practices in the
processes of procurement and contract execution related to the above
quotation as defined and/or described in the following:

i) the Quotation for the above tender.
i)  The Rwanda Laws.

b) have not offered/will not offer any inducement to any member of the board,
management, staff and/or employees and/or agents of Rukisha Rwanda.

c) have not engaged/will not engage in any collusive or corrosive practice with
other tenderers participating in the subject tender.

d) have not been sanctioned or debarred by any entity from participation in
public procurement proceedings of Rwanda.

Whatis openedto herein above is frue to the best of our knowledge,
information, and belief.

Nlolaalc ROl 1A TSR LS 10 [S1=] AN

Name of the person duly authorized to sign the Tender on behalf of the
O N O L. ittt ettt ettt eeeeeeeteeeeaeetaseneasensesesenensenensnsesensenesensesensnsnsensnsanens

Title of the person signing the tender: DIRECTIOR

Signature of the person NaMed AbOVE: ...

. = = |
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PART 2: SCHEDULE OF REQUIREMENTS

TABLE A. SCHEDULE OF REQUIREMENTS TABLE
(Schedule of Requirements and Technical Specifications and tenderer should
complete columns c-e)

TERMS OF REFERENCE FOR PENETRATION TESTING & PRE-LAUNCH SECURITY ASSESSMENT

Penetration Testing & Pre-Launch Security Assessment
Rukisha Solufions Rwanda Ltd
Issued: August 2026 | Reference: RKSH-TOR-PENTEST-2026-01 | Version 1.0

Issuing Organisation Rukisha Solutions Rwanda Ltd
Document Reference RKSH-TOR-PENTEST-2026-01
Date of Issue August 2026

Submission Deadline

Contract Execution

Testing Window 1 October - 10 October 2026 (10 days)

Re-test Deadline By 15 October 2026 (Go-Live Readiness gate)

Contract Type Fixed-price engagement

Point of Contact info@rukisha.co.rw

Classification Strictly Confidential — NDA required prior to scope briefing

1. Background & Context

Rukisha Solutions Rwanda Ltd is a licensed digital financial services company preparing to
launch a mobile-first credit product for micro, small, and medium enterprises (MSMEs) in
Rwanda. The company holds the requisite licence from the National Bank of Rwanda (BNR) and
is targeting a production go-live at the end of October 2026.

The platform operates across a private cloud infrastructure with distinct Production, User
Acceptance Testing (UAT), Development, and Disaster Recovery environments. It processes
financial transactions through integrations with a licensed mobile money platform and other
third-party services. It is accessible fo end-users through a USSD channel, with additional access
channels planned in subsequent phases.

A penefration test and security assessment is required as a mandatory pre-launch activity. The
engagement must: (1) identify exploitable vulnerabilities across the application, API, and
infrastructure layers before live customer transactions are processed; (2) provide a remediation
roadmap that allows the team to close all Critical and High findings prior to go-live; and (3)
produce a security assessment report suitable for submission to regulators.


mailto:info@rukisha.co.rw

Timeline Constraint

The testing window is fixed: 1-10 October 2026. The Re-test and Remediation Verification Report
must be delivered by 15 October 2026 to clear the Go-Live Readiness Review gate.
Candidates who cannot commit to this specific window should not submit a proposal. Rukisha
will not grant timeline extensions for this activity.

2. Engagement Objectives

1. Identify and document all exploitable vulnerabilities across the network perimeter, internal
infrastructure, application, API, and database layers — prior to any live customer data being
processed.

2. Assess the security posture of all customer-facing and integration-facing access channels,
including the USSD service channel.

3. Evaluate the effectiveness of the infrastructure security hardening already applied (CIS
Benchmark Level 1) and identify any gaps or misconfigurations.

4. Produce a prioritized remediation roadmap, enabling the technology team to triage and close
Critical and High findings within the available remediation window before go-live.

5. Deliver a Remediation Verification Report (re-test) confirming that all Critical and High findings
have been remediated before the Go-Live Readiness Review.

6. Produce documentation suitable for submission for regulator reporting.

Establish an annual security assurance cycle — two penetration tests per 12-month period.
Engagement 1 (this TOR) is conducted pre-launch; Engagement 2 is conducted
approximately six months post-launch, covering the live production environment and any
new atftack surface infroduced since go-live.




Scope of Assessment

The engagement covers nine test domains. Detailed system inventories, access credentials, API
documentation, and architecture diagrams will be provided to the selected firm under NDA

following confract signature.

Test Domain

Methodology

' Target Surface

External Network Penetration Test

Internal Network Penetration Test

Application Security Assessment

API Security Testing

USSD / Mobile Channel Security

Database Security Review

Infrastructure Configuration Review

Secure Code Review (Targeted)

Remediation Verification (Re-test)

Black-box / Grey-box

Grey-box
Grey-box / OWASP
Top 10

Grey-box / OWASP
APl Top 10

Grey-box

Grey-box

Authenticated / CIS-

aligned

White box (targeted)

Targeted

Externally reachable endpoints, VPN
gateway, bastion host, and DMZ
perimeter

Internal VM-to-VM paths, inter-zone
routing, admin access controls

All application interfaces exposed fo
end-users and integration partners

RESTful and integration APIs including
third-party connectivity endpoints

USSD session management, input
validation, flow manipulation, and
replay attacks

Oracle DB access controls, privilege
separation, audit log configuration,
encryption at rest

OS hardening state, firewall rule sets,
SSH configuration, open ports and
services

Authentication, session management,
input handling, and cryptographic
implementation

All findings rated Critical or High from
the inifial assessment



Scope Boundary Clarifications

All testing must be conducted exclusively against Rukisha's UAT environment. No testing activity
— including passive reconnaissance — may target the Production environment without prior
written authorization from Rukisha's CTO.

Testing against third-party partner systems (mobile money platforms, credit bureau,
integrations) is explicitly out of scope unless a specific written authorization from that third party
is provided.

3.1 Pre-Engagement Technical Information Requirements — Monitoring &
Observability

The following questions must be answered by Rukisha's designated technical point
of contact before testing commences. Responses will be provided under NDA at
the kick-off meeting and will directly inform Domain 1 (External Network
Penetration Test) and Domain 7 (Infrastructure Configuration Review).

Q31 — Monitoring Platform: Which network and infrastructure monitoring platform
is deployed (e.g., Zabbix, Nagios, PRTG, Datadog, Prometheus/Grafana,
ManageEngine, or other)?2 The testing firm requires this information to identify
active polling sources, understand alert thresholds, and confirm any monitoring
agents running on in-scope hosts — ensuring testing activity does not generate
false positives or interfere with production alerting.

Q32 — SIEM / Syslog Platform: Which SIEM or centralised syslog platform is in use
(e.g., Splunk, IBM QRadar, Wazuh, Microsoft Sentinel, Elastic/ELK, Graylog, or
other)2 Confirm log aggregation coverage, retention period, and whether the
UAT environment sends logs to the same SIEM instance as Production. The testing
firm will verify SIEM detection coverage as part of Domain 7 (Infrastructure
Configuration Review).

Q33 — Monitoring Agent Mode: |s monitoring deployed agent-based, agentless,
or as a hybrid of both? If agent-based: provide the agent binary name, installation
path, listening port(s), and communication protocol for each monitored VM. If
agentless: confirm the polling mechanism (SNMP, WMI, SSH, ICMP, or API) and the
source IP(s) used by the NMS. This is required to distinguish management-plane
traffic from attacker-generated traffic throughout Domain 7 testing.

Q34 — Required Protocols, Ports & Traffic Directions (NMS / SIEM / EDR): Provide a
complete inventory table of every protocol, port, and traffic direction required by
the NMS, SIEM, and EDR (Endpoint Detection & Response) systems across all in-
scope hosts. The table must specify: source host/IP, destination host/IP or CIDR
range, protocol (TCP/UDP/ICMP), port number, service name, and direction
(inbound/outbound). Any undocumented management-plane flows discovered
during testing will be raised as findings under Domain 7.

3.2 Engagement 2 — Scope (Post-Launch, ~April 2027)

Engagement 2 will be conducted approximately six months after go-live, targeting
the live production environment. The exact window will be agreed with the
selected firm at least 4 weeks in advance.

The scope of Engagement 2 will cover, at minimum, the same nine test domains
as Engagement 1, extended to include any new functionality, integrations, or
infrastructure components infroduced since go-live. The testing firm must
document scope changes between engagements in a Delta Scope Statement
submitted with the Engagement 2 kick-off pack.

Findings from Engagement 1 that were accepted as post-launch risks
(Medium/Low) must be re-assessed in Engagement 2 to confirm they remain within
the accepted risk threshold.



4. Methodology & Standards

All testing must be conducted in accordance with recognized industry methodologies and
standards. The minimum required frameworks are listed below; firms are encouraged to
reference additional methodologies where relevant to specific test domains.

4.1 Required Frameworks
* PTES (Peneftration Testing Execution Standard) — overall engagement structure and reporting
* OWASP Testing Guide (v4.2 or later) — web application and API security assessment
* OWASP API Security Top 10 — API-specific vulnerability categories
e NIST SP 800-115 — fechnical guide to information security testing
¢ CIS Benchmark Level 1 / Level 2 — infrastructure configuration review baseline

4.2 Testing Approach

The overall engagement will follow a grey-box approach — the testing firm will be provided with
architecture documentation, access credentials for UAT environments, and APl documentation.
This reflects the regulated financial services context, where efficiency within the fixed testing
window takes precedence over pure black-box realism, and where the firm must verify specific
control implementations rather than simply enumerate externally visible attack surface.

e External network testing will be conducted black-box from a simulated internet-based attacker
posifion

e Application, API, and USSD channel testing will be grey-box, using provisioned test accounts
and documentation

* Infrastructure and database review will be authenticated (white box) to allow full configuration
inspection

e Targeted secure code review will be white box, focused on authentication, session
management, and cryptographic components

4.3 Rules of Engagement

* All testing activities must be pre-agreed with Rukisha's designated technical point of contact
before commencement

e The firm must maintain a real-time log of all active testing activities and share it with Rukisha's
team on request

e Any Critical vulnerability discovered that represents an immediate risk must be communicated
to Rukisha verbally within 4 hours of discovery, followed by written nofification within 24 hours

* No data exfiltration simulations may be conducted without prior written approval; no real
customer or partner data may be accessed or retained

* Testing must not cause service disruption to any environment. Any activity with a risk of
disruption must be agreed and scheduled in advance

* All testers must be disclosed by name to Rukisha prior to the engagement; substitution of key
personnel requires prior written approval

5. Finding Severity Ratings & Remediation Requirements

All findings must be rated using the following severity framework. CVSS v3.1 scores must be
provided for each finding and cross-referenced with the severity rating below. Where CVSS
score and contextual severity differ, the higher severity applies.



Severity Definition \ Required Action

Critical Immediate, direct path to full system Must be remediated before go-live.

compromise or significant data breach Retest required.
High Significant vulnerability with high likelihood Must be remediated before go-live.
of exploitation or material impact Retest required.
Medium Exploitable under specific conditions; Risk-accepted or remediated within
moderate impact if successful 30 days post go-live
Low Minor vulnerability; limited impact or Remediation within 90 days or
requires significant preconditions documented risk acceptance
Informational Observations and best-practice Addressed at Rukisha's discretion in
recommendations; no direct exploitability future maintenance cycles

Deliverables

Ref Deliverable ‘ Description ‘ Due

D1 Penetration Test Report Full technical report comprising: (a) 10 Oct
Executive Summary suitable for board 2026

and regulatory audiences; (b) Technical
findings with CVE/CVSS references, proof-
of-concept evidence, and remediation
guidance per finding; (c) Prioritized
Remediation Roadmap distinguishing pre-
launch and post-launch items

D2 Remediation Verification Targeted re-test of all Critical and High 15 Oct
Report findings from D1; confirmation of closure 2026
or documented rationale for risk
acceptance; signed attestation suitable
for Go-Live Readiness Review

D3 Regulator Submission Executive Summary and attestation letter With D2
Package formatted for submission to regulators,
confirming the scope, methodology, and
outcome of the assessment

D4 Raw Findings Data Machine-readable findings export (XML or With D1
JSON) covering all vulnerabilities, CVSS
scores, affected components, and
remediation status

D5 Penetratfion Test Report Full technical report for the post-launch ~Apr 2027
(Engagement 2) assessment, covering the same nine
domains plus any new attack surface
infroduced since go-live. Same structure
as D1: Executive Summary, Technical
Findings, Remediation Roadmap.

Dé Remediation Verification Targeted re-test of all Critical and High ~May 2027
Report (Engagement 2) findings from D5; confirmation of closure
or documented risk acceptance. Signed
aftestation for annual security review
record.




Report Quality Standard

Every finding must include: a plain-English description of the vulnerability, the business impact if
exploited, a reproduction procedure, a proof-of-concept (screenshot or payload where safe to
include), a recommended remediation action, and a CVSS v3.1 score.

The Executive Summary must be written for a non-technical audience. Rukisha will share this
section with the BNR and board — findings described in jargon-only will be returned for revision.

Engagement Timeline

The fimeline below is fixed. Proposals that cannot commit to this schedule will not be evaluated.
The pentest window (1-10 October) and the re-test deadline (15 October) are upstream
dependencies of the go-live readiness review and cannot move.

Dates (2026) Y-Xe411%13% h Milestone

Pre-W1 By 25 Sep Contract execution, NDA Contract signed
signature, scoping
questionnaire returned, test
environment access
provisioned

Week 1 01-07 Oct Kick-off meeting; credential Testing started
handover; external network
and infrastructure perimeter
festing commences

Week 1-2 04-10 Oct Internal network testing; Active testing
application and API security
assessment; USSD channel
testing; database review

Week 2 08-10 Oct Targeted secure code Testing complete
review; infrastructure
configuration review; findings
consolidation

Week 2 10 Oct Preliminary findings briefing to  Preliminary brief
Rukisha technical team
(verbal / slide deck)

Week 2 15 Aug Full Pentest Report delivered D1 delivered
(Executive Summary +
Technical Detail +
Remediation Roadmap)

Post-W2 11-12 Oct Rukisha feam remediates Remediation window
Critical and High findings

w3 13-15 Oct Re-test of all Critical and High D2 delivered — Go-
findings; Remediation Live gate
Verification Report delivered

7.2 Engagement 2 Timeline (Indicative — Post-Launch)

The Engagement 2 schedule below is indicative. Exact dates will be confirmed by mutual
agreement at least 4 weeks in advance. The selected firm must confirm capacity to
accommodate this schedule at the time of proposal submission.

Phase Target Period Activity Milestone

Pre-Eng 2 By 15 Mar 2027 | Delta Scope Statement agreed; test environment | Scope locked
provisioned; NDA reconfirmed




Phase Target Period Activity Milestone

Eng 2 Testing | 01-10 Apr 2027 | Full -domain penetration test of production Testing complete
environment; new attack surface included

D5 Delivery 10 Apr 2027 Full Penetration Test Report delivered (Executive D5 delivered
Summary + Technical Findings + Remediation
Roadmap)

Remediation | 10-30 Apr 2027 | Rukisha remediates Critical and High findings Remediation
from D5 window

D6 Re-test 01-05 May Targeted re-test of Critical and High findings; Dé delivered

2027 Remediation Verification Report delivered

8. Firm Qualifications & Requirements

Given the sensitivity of this engagement, the regulated context, and the tight timeline, only firms
with directly relevant credentials and capacity will be considered.

8.1 Mandatory Requirements
* Demonstrated experience conducting penetration tests on financial services or fintech
platforms — references required

e Certified testers: each lead tester must hold at least one of: OSCP, OSWE, CREST CRT/CCT, CEH,
GPEN, or equivalent offensive security certification

* Experience testing USSD-based services or mobile financial services (MFS) platforms
* Experience testing REST APIs and financial infegration endpoints
¢ Demonstrable experience with Oracle database security reviews

e Capacity to deploy a team of sufficient size to complete all nine test domains within the 10-day
window

* Ability fo execute NDA and commence work within 48 hours of contract signature

8.2 Strongly Preferred
* Prior engagements with regulated financial institutions in Rwanda or the EAC region
e CREST-accredited firm or equivalent international accreditation body membership
* Experience assessing private cloud / VM-based environments hosted on felecom infrastructure

* Prior experience producing security assessment documentation for central bank regulatory
review

8.3 Team Disclosure Requirement

The firm must share ID/Passport numbers, CVs, Academic Qualifications of all individuals who will
conduct testing activities as part of the proposal.

9. Proposal Submission Requirements

Proposals must be directly responsive to the scope in Section 3 and the timeline in Section 7.
Vague or templated proposals that do not address the specific test domains and constraints of
this engagement will score poorly.

1. Technical Approach — a domain-by-domain description of the methodology, fools, and team
assignment for each of the nine test domains in Section 3.

2. Team Profile — names, ID/Passports, certifications, and experience of all testers, with domain
assignments. Identify the engagement lead and the report author separately.



Relevant Experience — at minimum three (3) references from comparable financial services or
fintfech penetration testing engagements within the past 3 years. Provide client contact details
where permitted.

Timeline Commitment — explicit confirmation that the firm can (a) commence testing on 1
October 2026 (Engagement 1), (b) deliver D1 by 10 October 2026, (c) deliver D2 by 15
October 2026, and (d) confirm capacity to conduct Engagement 2 in April-May 2027.
Proposals that qualify commitment (a), (b), or (c) will not be accepted.

Sample Report Extract — one anonymized page of a prior penetration test finding (technical
detail section), demonstrating report quality.

Fixed-Price Proposal — total fee for the engagement, with a clear breakdown by test domain.
Day rates for any out-of-scope additional work should be stated separately.

Submission Instructions

Submit proposals by email to: info@rukisha.co.rw

Subject line: RKSH-TOR-PENTEST-2026-01 / [Firm Name]

Format: PDF; maximum 15MB

Deadline: As communicated in the invitation letter — 29 August 2026

Queries: Submit at least 5 working days before the deadline to allow a written response shared
with all candidates



mailto:info@rukisha.co.rw

Evaluation Criteria

Evaluation Criterion Weight \ Notes

Technical Expertise & Certifications 30% Offensive security
credentials and specific
domain experience

Relevant Financial Services / Fintech Experience 25% Comparable prior
engagements;
regulated sector
preferred

Technical Approach (Methodology & Coverage) 20% Completeness and

practicality of domain-
by-domain approach

Report Quality (Sample Extract) 15% Clarity, depth, and
usability of the sample
finding

Timeline Commitment & Capacity 10% Confirmed availability

for the fixed window;
team size adequacy

Rukisha will conduct a technical interview with shortlisted firms before making a final selection.
Firms should be prepared to discuss their approach to USSD channel testing and financial API
security in detail.

Questions & Submission
All queries and proposals should be directed to:
info@rukisha.co.rw
Subject: RKSH-TOR-PENTEST-2026-01 / [Firm Name]
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PART 3: CONTRACT AGREEMENT

(1) THIS CONTRACT AGREEMENT is made (specify date).
Between [Insert

complete name of Procuring Entity], and having its principal place of Business
at [Insert
address of Procuring Entity] and

[Insert nhame of Supplier, or contractor or service provider], and having its
principal place of

business at

[Insert address of Supplier, contractor or service provider].

(2) WHEREAS the Procuring Enfity invited quotations for the Supply of
Goods/works/services (select one) described in Table B, ie.
[insert brief description of Goods, works and

Services] and has accepted a Quotation by the Tenderer in the sum of
[insert Contract Price in words and

figures] (hereinafter called “the Contract Price”).

(3) NOW THIS AGREEMENT WITNESSED AS FOLLOWS:

1. This Contract Agreement includes the following documents:
(a) Table A. SCHEDULE OF REQUIREMENTS AND TECHNICA SPECIFICATIONS
(b) Table B. TENDER SUBMISSION TABLE
(c) FORM OF TENDER
(d) Conditions of Contract

2. In consideration of the payments to be made by the Procuring Entity to the
Supplier/contractor/service  provider as hereinafter mentioned, the
Supplier/contractor/service provider hereby covenants with the Procuring
Entity to provide the Goods/works/services and to remedy defects therein in
conformity in all respects with the provisions of the Contract.

3. The Procuring Entity hereby covenants to pay the service provider in



consideration of the provision of the services and the remedying of defects
therein; the Contract Price or such other sum as may become payable under
the provisions of the Contract at the times and in the manner prescribed by the
Contract.

(4) In WITNESS whereof the parties hereto have caused this Agreement to be
executed in accordance with theRwanda Laws.

For and on behalf of the Procuring Entity

Signed: [insert signature] in the capacity of [insert title or other appropriate
designation] in the presence of [insert identification of official withess]

For and on behalf of the Supplier/Contractor/Service Provider (select one)

Signed: [insert signature of authorized representative(s) of the Supplier]
in the capacity of [insert title or other appropriate designation]

in the presence of [insert identification of official withess]

CONDITIONS OF CONTRACT

1. Language

The Contract as well as all correspondence and documents relating to the
Contract exchanged by the Service Provider and the Procuring Entity, shall be
written in the English Language.

2. Eligibility

The goods shall have the nationality of an eligible country. All Goods and
Related Services to be supplied under the Contract shall have their origin in Eligible
Countries.

3. Notices
Any notice given by one party to the other pursuant to the Contract shall be in
writing.

4. Governing Law
The Contract shall be governed by and interpreted in accordance with the
Rwanda Laws unless otherwise specified hereunder.

5. Settlement of Disputes

The Procuring Entity and the Service shall make every effort to resolve amicably by
direct informal negoftiation any disagreement or dispute arising between them
under or in connection with the Contract. If the parties have failed to resolve their
dispute or difference by such mutual consultation, either the Procuring Entity or the
Supplier may give notice to the other party of its intention to commence
arbitration. The dispute shall be referred to adjudication or arbitration in
accordance with the CPF Group Procurement Policy

6. Supplier/Contractor/Service Provider Responsibilities

The Supplier shall supply all the Goods included in the Schedule of Requirements.



7. Contract Price

Prices charged by the Supplier under the Contract shall not vary from the prices
quoted by the Supplier in its tender.

8. Terms of Payment

The Contract Price shall be paid One hundred (100) percent of the Contract Price

as -

(i) For Goods, price of goods received upon submission of a claim/invoice
supported by the acceptance certificate issued by the Procuring Entity.

(ii) For Works, upon valuation by the Contractor of the portion of the works
completed, such valuation to be accepted by the Procuring Entity,
payments up to final completion certificate.

(iif) For Services, upon valuation by the Service Provider of the services
completed, such valuation to be accepted by the Procuring Entity,
payments up to final completion certificate

9. Inspections and Tests

The Supplier shall at its own expense and at no cost to the Procuring Entity carry
out all such tests and/or inspections of the Goods, works or Services to confirm their
conformity to technical specification.

10. Warranty

The Supplier warrants that all the Goods are new, unused, and of the most
recent or current models, and that they incorporate all recent improvements in
design and materials, unless provided otherwise in the contract.



